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Abstract. Knowledge management in practical way uses
nowadays more and more software tools. These software
tools are becoming more complex and process very large
volumes of data. Such kind of software is based on huge
databases and very sophisticated network solutions. This is
exactly the right place for increasingly and successfully
usage of virtualization technologies and tools. The
virtualization lets you run multiple virtual machines on a
single physical machine, sharing the resources of that
single computer across multiple environments. Different
virtual machines can run different operating systems and
multiple applications on the same physical computer.
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For better understanding the following associations
can reasonably be made:
• Information relates to description, definition, or
perspective (what, who, when, where).
• Knowledge comprises strategy, practice, method, or
approach (how).
• Wisdom embodies principle, insight, moral, or
archetype (why).
KM efforts have a long history. With increased use of
computers in the second half of the 20th century, specific
adaptations of technologies such as knowledge bases,
expert systems, knowledge repositories, group decision
support systems, intranets and computer supported
cooperative work have been introduced to further enhance
such efforts. Knowledge management software becomes the
most important tool for management decision promoting.

2. Knowledge Management Software
1. Knowledge Management
Knowledge management (KM) is the hottest subject
of the day. The question is: what is this activity called
knowledge management, and why is it so important for
every one of us? The idea is that information, knowledge,
and wisdom are more than simply collections of some data.
Rather, the whole represents more than the sum of its parts
and has a synergy of its own.
KM refers to the critical issues of organizational
adaptation, survival and competence against radical
discontinuous environmental change. Essentially it
embodies organizational processes that seek synergistic
combination of data and information processing capacity of
information technologies. KM is more about the pragmatic
and thoughtful application as it is not in the theoretical
definition but in the real world execution. KM comprises a
range of practices used in an organization to identify,
create, represent, distribute and enable adoption of insights
and experiences. Knowledge management is currently also
very expanding academic discipline.

Knowledge management software (KMS) allows users
to share information from enterprise website and/or Intranet
with an enterprise-grade knowledge base, reducing
customer support, improving staff productivity and
eliminating time wasted searching for information across
disparate systems such as shared folders and paper
documents. KMS improves knowledge distribution,
corporate communications, sales, safety and results. Most
of KMS develops XML-enabled communication software
for organizations. We can mention some examples Interspire Knowledge Manager, Netpresenter, Knowledge
Builder, InQuira, or Groupware (Lotus Notes).

3. Information Virtualization
In the early days of data warehousing, structured data
was managed in a relational DBMS such as Oracle or DB2.
Portions of the data from operational databases were
cleansed, standardised, and combined by ETL (extract,
transform & load) tools (such as Informatica or Data
Junction) to create data warehouses and data marts
designed for analysis. Business intelligence tools then
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queried these warehouses and marts to create reports and
graphs for analysis – see in the Fig. 1.

channels (new - also such as mobile devices) interoperate to
provide a virtual, business-oriented view of information.
A Service - Oriented Architecture (SOA) facilitates
adding new business processes, new information sources,
and new information handling services. The concept of
information as a service means components creation at
business-focused level and accessing it through a SOA.

4. Virtualization in the IT world
Although virtualization is a very hot topic in the IT
world, virtual machine technology dates back to the 1960s.
The terms "virtual machine", VM and "virtualization" are
used synonymously. The benefits of this technology are
numerous, including
Fig. 1. The historical stack.

Current enterprise configurations are generally
expanding in one or more of following six areas:
• Structured information access – near-real-time
access to federated sources, acceleration of complex
queries.
• Unstructured and semi-structured information
processing – content management and integration,
access to XML sources, analysis of content semantics,
use of domain ontology and semantic web concepts.
• Business analysis and applications – links to
business process management, analytic and
operational business intelligence, search-based
applications and result navigation.
• Coordination and integration – master data
management, enterprise search and query brokering,
information as a service, workflow orchestration.
(Virtualization can be very advantageous in this area.)
• Information governance and management –
security, metadata and knowledge management,
governance, risk and compliance, information rights
management, and information lifecycle management.
(Virtualization can be very advantageous in this area.)
• Grid operating environment – scalable and highperforming information ingestion, transformation and
analysis, support for information as a service.
(Virtualization can be very advantageous in this area.)
The new components and services in the stack reflect
the importance of a semantic view – a metadata-based
underpinning of meaning – across heterogeneous
information sources. This helps automated and human
processing of information. Information virtualization is in
harmony with a semantic view of information. Database
and repository managers, transformation and integration
tools, content analysis and search components, information
service and metadata management capabilities, and delivery

• lower hardware costs,
• a streamlined data centre,
• greater flexibility in allocating IT resources.
The core technology of virtualization is relatively
simple. Virtualization software turns a server from a box
that hosts a single OS or system into a box that can host two
or more operation systems. Businesses and institutions can
reduce the number of servers they buy and maintain. In
some cases, businesses have reduced their servers by a
factor of 10:1!
Virtualization is software that allows a piece of
hardware to run multiple operating system images at once.
The technology got its start on mainframes decades ago,
allowing avoiding wasting expensive processing power. In
1998, EMC subsidiary VMware Inc. got into the
virtualization business, focusing to virtualization for the
x86 platform.
The standard for x86 servers was to run one
application on one server. And that was good, when servers
were cheap to buy and cheap to run. But then things started
to get messy as more and more servers were added to meet
application demand. Data centre managers were facing
serious utilization issues, spending millions on wasted
server space. But with virtualization, that could all change.
Instead of running one application on a machine, people
could run several applications; all isolated into virtual
operating system images that wouldn't affect each other.
With the recent push for IT efficiency and
consolidation, the technology has seen remarkable adoption
rates and customer satisfaction. Nowadays estimates are
that 75% of all companies with 500 or more employees are
deploying virtual servers. Most people are focusing on
networking, storage or systems, their decision was “to
virtualize”. If we think that our systems environment
(supporting also our Knowledge Management Software) is
out of control, let us go with server virtualization.
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4.1 Advantages of Virtualization
We can recognize following five important virtualized
environment advantages:
• Consolidation - Multiple operating systems can run in
the same server, eliminating the need to dedicate a
single machine to one application. Old and new
applications can run simultaneously with their
respective operating systems in multi-core servers
with many threads of execution, saving space and
power consumption in the data centre. New versions
of OS and new applications can be deployed without
purchasing new hardware.
• Stability and Security - Multiple virtual machines
running totally different applications are kept safely
separated from each other. In addition, since each VM
is isolated from the rest, a security violation in one
does not affect the others. The fault tolerance and
security brought about by the isolation of each virtual
machine is a major benefit of virtualization.

3

customers found that 90% are using virtualization in
production environments and 25% are standardizing
all their x86 applications on virtual infrastructure.
• Microsoft - Microsoft Corp. came a little later to the
virtualization stage with its Virtual Server technology.
Though Windows has only had Virtual Server since
2004, competitors and analysts agree that Microsoft is
a big player in any space it chooses to be in because of
its huge customer base.
• Xen - Xen creates a virtualization technology from the
open source community. Developers are working to
include the code in the next version of the Linux
kernel, and software companies Red Hat Inc. and
Novell Inc. are working to virtualize their operating
system offerings as well. Xen will be used more for
single machine consolidation than data centre
provisioning and management, but aggregated
management tools will follow.

• Development Flexibility - A virtualized machine can
host numerous versions of operating system, allowing
developers to test their programs in different OS
environments on the same machine. In addition, with
each application running in its own virtual partition,
crashing in one virtual machine will not bring down
all the system.
• Migration and Cloning - Virtual machines, each with
their own OS and applications, function like selfcontained packages that are said to be "decoupled
from the hardware". It is relatively easy to move a VM
from one server to another to balance the workload, to
migrate to faster hardware, as well as to recover from
hardware failure. VMs can also be quickly cloned and
deployed.
• Desktop Virtualization - An increasing trend is to
store a user's desktop (OS and applications) in a
separate virtual machine in the server and use the PC
or a dedicated terminal as a "thin client" to the server.
Each user is isolated from all other users, due to the
virtual machine technology, and the maintenance of
the applications is shifted from each user's office to
the data centre.

4.2 Big Players on the IT Market
Storage, Networking and Server Equipments – all are
turning an eye toward virtualization. Almost every vendor
has a stake in it, including open source players. Mainframes
are running the largest virtualized workloads. But Windows
and Linux servers are seeing the most rapid growth, thanks
to software from VMware, Microsoft and Xen.
• VMware - VMware monopolized the market for x86
servers, and almost everyone agrees they are de facto
the leader on the platform. A new survey of VMware

Fig. 2. Example of different applications running under VMWare
environment

In addition to these players, some major SW
companies that historically had little to do with
virtualization are getting involved in the technology.
• Networking giant Cisco Systems Inc. started
promoting technology it acquired earlier last year to
virtualize at the network level.
• IT resource management company BMC Software
Inc. just launched a management tool for the virtual
environment.
• Advanced Micro Devices and Intel have unveiled
details regarding virtualization efforts at the chip
level.
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4.3 Virtualization Types and Approaches
We can recognize in practical IT solutions several
different types of virtualization; let us try to do a brief
overview of the subject area:
• Virtual machine - This term represents one instance
of an operating system along with one or more
applications running in an isolated partition within the
computer. It enables different operating systems to run
in the same computer at the same time as well as
prevents applications from interfering with each other.
This differs from a dual-boot or multi-boot
environment, in which the user has to choose only one
OS at start-up. In this case all virtual machines run
simultaneously.

For example, Linux and various Unix versions have
been paravirtualized to run in the Xen VM
environment. However, if the CPU hardware supports
virtualization, Xen can run guest operating systems
unmodified. In 2004 and 2006, Intel and AMD added
virtualization to their CPUs (x86 hardware), making it
easier to develop VMMs that run ordinary non-paravirtualized guest operating systems.
• OS virtualization - This term refers to the more
traditional virtualization method rather than the
technique described below. A method for splitting a
single computer into multiple partitions called "virtual
environments" (VEs), in order to prevent applications
from interfering with each other. A virtual
environment (VE) is also called a "virtual private
server" (VPS) or "container". The OS virtualization
method differs from the traditional "virtual machine"
(VM) method, because it supports only the same
operating system in each partition rather than different
operating systems running simultaneously. Also called
"operating
system-level
virtualization",
OS
virtualization replicates components of the host
operating system into each virtual environment (VE).
Therefore, if the operating system were Linux, all VEs
must run Linux.
Advantages over Virtual Machines (VMs): In the
traditional virtual machine method, each of the
operating systems communicates through an
abstraction layer to the hardware. The more VMs
running at the same time, the more the entire system
slows. However, virtual environments (VEs)
communicate directly to the host operating system as
in a non-virtualized computer, and performance is
improved.

Fig. 3. Comparison of applications running in a regular
computer versus a virtualized computer

Each virtual machine is like a "machine within the
machine" and functions as if it owned the entire
computer. The operating systems in each virtual
machine partition are called "guest operating
systems", and they communicate with the hardware
via the virtual machine control program called a
"virtual machine monitor" (VMM). The VMM
"virtualizes" the hardware for each virtual machine.
The illustration (Fig. 3) shows a simple comparison of
three applications running in a regular computer
versus a virtualized computer. In the VMM example,
the guest operating systems may be the same or
different.
• Para virtualization and hardware - Guest operating
systems can run in a virtual machine with or without
modification. If changes are made to the OS to
recognize the VMM, it is said to be "paravirtualized".

• Application
virtualization
Application
virtualization is a smaller term within the larger term
of "virtualization”. It refers to several techniques that
make running applications more protected, more
flexible or easier to manage. Modern operating
systems attempt to keep programs isolated from each
other. If one program crashes, the remaining programs
generally keep running. However, bugs in the
operating system or applications can cause the entire
system to come to a halt or impede other operations.
This is the major reason why virtualization became
desirable.
The terms "virtual" and "virtualization" are very
popular. Following are several application
virtualization types.
→ Partition the hardware - This is the traditional
meaning of "virtualization" and refers to partitioning a
computer in order to run several applications without
interference, each in their own "virtual machine."
Deployed in servers and clients, this is more
accurately called "server virtualization" and "client
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virtualization." Contrast with OS virtualization (i.e.
virtual machine).
→ Write the program once, run everywhere - An
interpreted programming language enables the same
program to run on different machine platforms (see
Java Virtual Machine - JVM). The applications are
said to be "virtualized" because they run on any
platform that has a runtime engine for that language.
→ Terminals to a Central Computer - The oldest
network architecture, all applications and data are
stored in a centralized server or cluster of servers. The
user's PC functions like a terminal to the server or
dedicated terminals are used. The applications are said
to be "virtualized" because they work as if they were
running on the client.
→ Dynamic Application Assignment - This
approach treats servers in the data centre as a pool of
operating system resources and assigns those
resources to applications based on demand in real
time. The applications are said to be "virtualized"
because they can be run in any server.
• Network virtualization - This term includes
monitoring and managing an entire network from a
single network administrator's console. Network
virtualization begins with monitoring the network and
often encompasses storage virtualization, which
manages all of storage as a single resource. In its
ultimate version, network virtualization treats all
servers and services in the network as a single pool of
resources which can be rearranged and redeployed in
real time to meet changing user and transaction
requirements.
• Storage virtualization - This technique treats storage
as a single logical entity without regard to the
hierarchy of physical media that may be involved. It
enables the applications to read from and write to a
single pool of storage rather than individual disks,
tapes and optical devices. Also called "file
virtualization", it allows excess the capacity on a
server to be shared, and it can make migration from
one file server to another one, staying transparent to
the applications.

4.4 Recommendations for getting started with
Virtualization
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should we continue to acquire distinct physical
machines when we can move real servers to even
bigger machines at ratios of 3:1 or even 10:1? The
first step in virtualization is determining if we have the
right type of infrastructure to support it.
• Discard some administrative difficulties - Any
complex move (like server consolidation) is likely to
affect some company’s internal processes. As for any
other major project, it is important to get stakeholder
and management support. Institution needs to present
complex project for moving to virtual services,
including total financial outlay and plan for money to
be saved. As the number of physical servers is
reduced, some budgets dictate – the staff size must be
reduced proportionally. Institution should also
examine all licensing needs: depending on which
software we will be running on our virtual machines
and what their configurations are, we may need to
adjust licensing.
• Hardware and software selection - There are
several choices at a variety of prices. It all comes
down to whether we need simple server consolidation
or advanced hosting and network configuration
capabilities. Several vendors have starter kits that let
us to pilot and explore the technology for a relatively
low cost.
• Start moving to virtualization - When the time
comes to actually move from physical to virtual, there
are some migration tools that can help. Microsoft will
soon release tools that let us move a fully installed
server running a supported version of Windows to a
virtual hard-disk format that is fully supported by its
Virtual Server product. VMware has a similar tool in
the works. These migration utilities can save hours, if
not days, when we are performing the actual move.
Other things to consider:
•

Take advantage of clustering capabilities. Using
high-performance clusters gives our virtual
machines higher availability and improved
performance.

•

Think about management. How will our staff
manage the virtual machines? What scripting
languages and APIs does our virtual server
software support?

•

Do not forget about storage. We will need a very
fast disk subsystem to get maximum performance
from our virtualized servers (for instance iSCSIbased disks offer a good value).

•

Monitor, assess, tweak, and improve. When the
final boot into the virtualized operating system is
finished, our job still is not over. Keep tabs on the
project as we begin to move users and services to
the new platform. Establish performance and
usage guidelines and thresholds monitor them, and

There are some useful recommendations of workflow
(i.e. procedure) for assessing whether virtualization is the
right IT future for our institution/company.
• Determine whether our servers are suitable for
consolidation - Consolidating hardware is the No. 1
reason for considering virtualization. Aging hardware,
bursting data centres and growing power needs - all
have played a part in the move to virtualization. Why
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tie those metrics to future enhancements. Consider
tweaking hardware configurations and network
setups or increasing bandwidth as needed.
• Serious problems - As institution (enterprise)
proceeds toward full virtual implementation, beware
some difficulties:
•

•

•

•

Staff Reductions –we should not count on much
staff reduction from virtualization. The IT staff
overseeing these systems still had plenty of
responsibilities.
Consolidation Ratio – we should not assume to
realize a large server consolidation from
virtualization. Some IT departments dream of a
10:1 reduction in servers. Realistic number from
praxis is in the 6:1 range.
I/O Barriers - It’s possible that our servers will
encounter “bottlenecks” in I/O capacity.
Virtualization allows us to load up a single server
with multiple OSes and a lot of large applications.
But at some point, that server’s I/O capacity could
run into a bottleneck if we try to route too much
data too fast through system.
Licensing headaches - If we have virtualization
running on a four-processor server, we may have a
virtual machine using one processor, but when we
use some IT SW products, we need to pay for four
CPUs (for example Oracle). It’s possible in some
cases that when we will get into virtualized
environment, if we’re not careful, our license costs
may go up.

5. Conclusion
Virtualization is a proven software technology that is
rapidly transforming the IT landscape and fundamentally
changing the way that people compute. Virtualization lets
us to run multiple virtual machines on a single physical
machine, sharing the resources of that single computer
across multiple environments. Different virtual machines
can run different operating systems and multiple
applications on the same physical computer.
Appropriate for virtualization deployment are
extensive IT services for such areas as Human Resources,
Supply Chain Management, Financials, Document
Management,
Content
Management,
and
Email
Management. Virtualization is also useful for maintaining
and using different types of large software solutions –
support systems - for Knowledge Management. These
software tools are very complex and operate very large
volumes of data. Such kind of software is based on huge
databases and very sophisticated network solutions – this is
the typical use of SW solutions based on Virtualization.

All areas mentioned above (but not only) can gain
from virtualized environment a competitive advantage
through:
•

Driving out the cost of IT infrastructure through
more efficient use of available resources

•

Responding faster to business change

•

Increasing the consistency and predictability of
operations

•

Meeting the business' return on investment criteria

•

Enabling scalable and flexible solutions

•

Simplifying the infrastructure

•

Increasing system availability

•

Delivering consistently good performance

•

Centralizing systems, data, and infrastructure

Virtualization is also used in military area. As an
example we can mention the US Navy-Marine Corps
Intranet (NMCI). It is the largest purpose-built network in
the world – it runs on 40 server farms and is used by more
than 700 000 sailors, marines and civilians. More than two
thousands x86 servers were consolidated down to 300, each
hosting multiple EMC VMware ESX virtual machines. The
results are enormous positive – we can mention better
network performance and reliability, and significant
financial savings.
Virtualization in the Czech Army is not used in large
scale; there is a lot of independent information systems in
operation using dedicated HW, all were built in different
times and under several platforms. New projects launched
in the future will take virtualization into account (i.e.
PRISMO).
Virtualization techniques are accessible to any regular
user of PC. We can mention as an example XP Mode,
which lets you run a virtual XP session directly inside new
version of Microsoft Windows - Windows 7. This new
version of Windows offers a runtime engine based on the
Virtual PC 2007 software which Microsoft acquired from
Connectix in 2003 and subsequently made free in 2006. As
an example of virtualization technique available for
common user we can mention also Google's Android OS on
Windows PC. People can try functionality of this famous
Android operating system for mobile phones and
handhelds. These two examples from last year show us that
virtualization techniques and approaches can be met
increasingly even in non-enterprise environment.
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