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Abstract. The article draws on information sources and
experience gathered by the researchers of the ACR defence
research project “ACR Network Enabled Capability (NEC)
Knowledge Management – MENTAL”. Ontologies are in
focus from the information science point of view; the
purpose here is their utilization in knowledge and
information processing in the context of Information
Systems and text document bases. The term “knowledge” is
explained here as information in context. The final
solutions are denominated as “Ontology Driven
Applications”. Ontology is based on constructs: concept,
instance and relationship. The designation of these basic
ontology constructs differs depending on the chosen
ontological environment. In the process of ontology
creation it is necessary to take into account the details of
the given environment. The MENTAL Project is conducted
on the TM basis. The creation of ontology presents a
conceptual reality modelling. The methodology of ontology
creation stems from the clarification of basic elements of
an application area; it lies predominantly in analysing
important source documents. After that an ontology scheme
in a selected design tool is proposed and then edited.
Regarding free accessible editors, Protégé can be
recommended for the first group and Ontopoly for the
second one. A far as the application area of ontologies in
information processing is concerned the Knowledge Portal
for information processing is described; an example of
Information Systems (IS) integration and an approach to
analyzing intelligence information are introduced. The
project of the technological solution of which is produced
by Tovek and Aion companies. The example of IS
integration introduces the solution from the environment of
the battle C4I system (Land, Air and Navy). The
intelligence data are analyzed from available reports and
ontology constitutes the knowledge base for inferring
potential threats.
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1. Introduction
The article draws on information sources and
experience gathered by the researchers of the ACR defence
research project “ACR Network Enabled Capability (NEC)
Knowledge Management – MENTAL” in which we had to
deal with ontology. We are not entirely convinced that we
have solved the problem successfully, but our intention here
is to share our experience. It is necessary to point out that
we are examining ontology from the information science
point of view; in other words we focus on the role of
ontology in information processing in the context of
Information Systems and document bases.
The
very
specification
of
the
DATAINFORMATION-KNOWLEDE we are dealing with has
been already published several times [1, 2] and has not
been found properly theoretically extensive, accurate and
cogent, e. g. when discussed at the EJC-2009 Conference.
Nevertheless we consider the knowledge concept content as
the information in context applicable for Knowledge
Systems in Information Technologies (IT). There is a
suitable expression Ontology Driven Application referring
to it.

2. Understanding the Ontology
Concept
Those who are engaged in ontology have certainly
come across the T. R. Gruber’s definition “ontology is an
explicit specification of a conceptualization” and won’t
probably be able to make head or tail of it. As far as the
information sources on ontologies are concerned the survey
articles by V. Svátek and J. Kosek from the University of
Economics, Prague, can be recommended. The former
describes ontologies types and application areas and
analytically summarises their elements. The latter analyses
Topic Maps (TM) comprehensively. Ontology in this
article can be understood as a knowledge model; in other
words it can be viewed as an abstract description of a
certain part of reality. Knowledge ontology with respect to
Information Technologies (IT) is a knowledge
representation for knowledge applications (e. g. a
Knowledge Portal in information management and in the

Ontology consists of three constructs generally
denominated as a concept, instance (of the concept) and
relationship (between concepts). The designation of these
basic ontology constructs differs depending on the chosen
ontological environment. Then the generalizing view is
insufficient; it is necessary to take into account the details
of the given environment, and in doing so it is suitable to
use recognized English terms to avoid various national
approaches (in translations), and thus to eliminate
misunderstanding.
Ontological environments have been evolving in
history and are very miscellaneous. They can be narrowed
into two important groups: the first group creates ontologies
on the RDF basis (Resource Description Framework / OWL
(Web Ontology Language) and the second group is based
on the Topic Maps (TM) environment. Each environment
is represented by its own community of academics and
researchers, free accessible components (e. g. ontology
editor, examples, guidelines) and accepted “de facto” and
“de jure” standards.
The first group stems from the artificial intelligence
environment, it is centred about W3C (The World Wide
Web Consortium, www.W3C.org); the respective typical
ontology editor is Protégé (http://protege.stanford.edu/).
The second group originates from library science and deals
with text documents; it is centred about the Ontopia project
(http://www.ontopia.net) and the respective typical
ontology editor is Ontopoly (a part of Ontopia).

Tools Analytic Pack. The document base should be put into
a uniform version before being analysed. The selection
according to the same language and format can be
considered sufficient; PDF format proved as advantage.
This base is indexed for further elaboration and, besides,
the documents in PDF format are divided into separate
pages. Every page represents a single document. Against
such a base the occurrence of individual concepts is
checked. The outcome of the analysis is shown in Figure 1.
As far as the concepts of low occurrence are concerned, it
is necessary to consider their relevance and, consequently,
their elimination. At the same time it is possible to imagine
a reverse process in which a concept that was not originally
included in taxonomy has to be added.
Analysis of Classes /Relevance 0,90/
300

250

200

150

100

50

0
DEFENC E
ARMY
R IS K
P O L IT IC S
STRATEG Y
D O C T R IN E
S E C U R IT Y
C A P A B I L IT IE S
C O N F L IC T
R ESO URCE
M O D E R N IZ A T IO N
O R G A N IZ A T IO N
TH REAT
S I T U A T IO N
E N V IR O N M E N T
ARM AM ENT
R E L A T IO N
C O N C E P T IO N S
T E R R O R IS M
POW ER
IN T E R E R S T
AR T OF W AR

access to information), or a knowledge system based on
artificial intelligence.
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3. Methodology for the Creation of
Ontology
The creation of ontology can be included in
conceptual information science modelling. Those who have
already participated in conceptual modelling, e. g. in data
structure or information system architecture can take
advantage of it. However, it is not the same and, besides,
there are confusing differences in conceptual expression.
The methodology for the creation of ontology should
include a preparation stage the main objective of which is
to collect the set of documents describing extensively the
given domain. In this stage the members of the research
team were trained in fundamentals of ontologies and tried
to create a working version of their own ontology.
Basic terms characterising the given domain are
clarified, e. g. by means of the document base analysis. The
basic terms of the domain are organized into taxonomy.
Taxonomy is a set of concepts in which the concepts of
higher levels can be further developed by the concepts of
lower levels. The depth of the hierarchical structure is
determined by the objectives that drive the ontology
creation. The team conducting this activity uses products of
the TOVEC Company (www.tovek.cz), namely Tovek

Fig. 1. List of taxonomy concepts (classes, topics)

In addition to that, before editing an ontology it is
necessary to suggest its scheme, which was put to test by
the team in the chart form or UML language scheme on
training ontologies. A prerequisite for a high-quality
ontology is an appropriate understanding of the future
knowledge system subject area. An iterative process can be
employed. It runs both top-down and bottom-up and leads
to continuous elaboration of the original design. The main
criteria of the ontology quality will be an effective and
user-friendly knowledge application. However, we have not
achieved this final stage yet. We should work towards the
ontology that will be comprehensible to customers, users
and creators themselves, and, above all, which will meet the
set objectives.

4. Topic Maps – a Theoretical Base of
the MENTAL Project
The MENTAL Project is carried out on TM basis.
When studying TM we were inspired by J. Kosek’s tutorial,
but the real effective preparation was provided by training.

CYBERNETIC LETTERS, SPECIAL ISSUE, DECEMBER 2009

According to its authors, the knowledge representation in
TM corresponds to human thinking; it is sufficiently
intuitive and allows the information to be kept in context
(in line with our knowledge definition). However,
compared to RDF/OWL, it is a minority direction, but there
is a solution making the transfer from TM to RDF/OWL
possible (if ever necessary). TM are standardized in
ISO/IEC 13250:2003. The basic constructs of the model
are topic, association among topics and occurrence.
A topic contains a denominated subject of interest.
•
•

It represents a subject in the computer we want to
deal with.
Each topic represents just one subject; each
subject is represented by just one topic in a Topic
Map.
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5. Application Areas of Ontologies in
Information Processing
5.1 Knowledge Portal – the outcome of the
MENTAL Project
One of the methodological and technological models
accepted by the researchers of the MENTAL Project is the
Ministry of Foreign Affairs of the CR Search System. Its
properties are as follows.
•

Simplicity and intuitive environment known from
using the web.

•

All pieces of information are accessible from a
single form from anywhere.

•

A subject is a part of real world that is described
in the Topic Map.

•

It provides users with access to individual “digital
memory” (towards the past).

•

It is a place in the TM where all information on
the give subject is accessible through associations
and occurrences.

•

Individual monitoring of novelties for each user
(towards the future).

•

Intelligent searching – not only full text but also
concept searching; further features are:

An association represents a relationship between
topics and can have a type. The involvement of each
subject in the relationship is called a role.
A topic occurrence is a relevant piece of information
referring to the topic. It can have a type and it can refer to
the information or it can contain it. There are two sorts of
topic occurrences.
1.

2.

o

grouping results according to common
elements,

o

connections, contexts, knowledge.

•

Centralized searching in all information sources.

•

Internal
occurrence
representing
topic
characteristics. It is situated right in the Topic
Map. For example, the area: 78.866 km2.

Complete implementation
technology.

•

External occurrence as a reference to en external
information source. It connects the information
layer with knowledge layer. For example, a map:
https://www.cia.gov/maps/ez-map.gif.

Knowledge base consists of a set of related topics
which are interconnected. It automatically
enlarges the given term through further
associations (conceptual approach).

•

The solution is based on Topic maps.

•

We are cooperating with knowledge bases
Eurovoc, NUTS and CIA FactBook.

A subject needs to be identified precisely; there are
identifiers to be employed.
•

Subject Locator – for information sources.

•

Subject Identifier – for other subjects.

For global sharing of TM it is vital to use unified
identifiers. A Published Subject Indicator (PSI) serves to
this purpose. It is a Subject Indicator which can be used in
various TM, even across various applications, e. g. entries
in Wikipedia. The knowledge system model contains two
levels.
1.

Knowledge layer representing the knowledge
system area of interest.

2.

Data layer comprising the content of the
knowledge system.

The knowledge layer and data layer are connected
through external occurrences.

of

the

Verity

As far as the knowledge management creation of the
ACR NEC is concerned, the technological architecture
consisting of numerous components is supposed to be
employed (see Fig. 2). WEBnet CMS is a complex system
for content management. It is based on a document, which
is included in a topic tree; it can be situated in the
knowledge base. It works on client/server mode basis; the
client is a web viewer. Tovek Server is an application
suitable to process a large number of unstructured data; it
offers a unified approach to different data sources. Its
functions include indexing, searching, categorization and
metadata processing.
Tovek Tools is a set of client applications designed
for carrying out analyses and overviews. Its application
includes Index manager, Tovek Agent, InfoRating, Query
Editor and Tovek Harvester. The Analyst’s Notebook
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makes visual data analysis possible and, consequently, the
presentation of outcomes that are mainly in the form of
diagrams. ATOM is an application that serves as
knowledge storage created and organized according to the
Topic Maps standards. It enables the creation of the
knowledge base and its editing. WEBnet Knowledge Portal
is a presentation layer of the knowledge system content. It
deals with the users management and provides connection
with other knowledge bases.

5.2 Data Integration Based on Ontology
Utilization Portal
An example of C4I (Command and Control,
Communication, Computers, and Intelligence) Systems in
the Polish army was presented at a conference [4]. The
integration is solved by elaborating an integration layer for
C4I systems of individual arms of service (Land, Air, and
Navy) and Intelligent Service; 5 systems altogether.
The aim is to create the Distributed Federation
Database for Joint Operation Planning using available data
sources. Each of the integrated systems has its own
architecture, technology and semantics of the data which
are being processed. In the integration layer the data are
transformed into a unified language, which is defined in the
MIP (Multilateral Interoperability Programme) NATO
Project (www.mip-site.org).
The solution includes technical, syntactic and
semantic problem areas of data integration in XML, RDF
and HTTPS environments. The automated transformation
mechanism takes its course above the ontology defined,
controlled by a set of Migration Rules. The outcome is a
common Situational Awareness for common planning
procedures. A prototype was produced using SOA (Service
Oriented Architecture); the Apache Axis, Eclipse Web Tool
Platform tools were employed; it was designed in the Java
language and tested in NET. The ontology itself is
organized as a graph in which nodes are concepts of the
domain being modelled, the edges are the relationships
between concepts and data occurrences are assigned to
nodes or edges. Ontology in the project:
•

organizing knowledge in a structured way,

•

definition must be precise and unique from the
logic point of view,

•

classifying knowledge from several domains.

5.3 Ontology in Intelligence Service
An example of using ontology in Intelligence Service
is presented by Jenge [5]. Ontology in this case is not a
statistical reflection for data processing; it is rather a central
repository of information that was collected from
intelligence data and has an inference capacity; which
means the ability to infer new knowledge from the existing
knowledge. The solution takes into account all reports

recorded at a military base and analyses them. The solution
principle draws on linguistic analysis of these reports using
knowledge base. The components of ontology are as
follows.
1.

Terminology) /T-box/.

2.

Assertion /A-box/.

3.

Threat model.

T-box is a conceptual structure processed in OWL
language using the Protégé tool. It includes classes with
definitions and relationships among classes and attributes.
A-box records information on ascertained classes
occurrences (records of assertions from reports) defined in
the T-box component including attributes values.
T-box and A-box together form a knowledge base;
they relate to each other as a class and a subject in the
concept oriented approach. For storing the expressions
(sentences in natural language) the upper ontology has been
designed according to language rules. Besides, the
JC3IEDM-Joint Consultation, Command and Control
Information Exchange Data Model (the MIP project
product as in the previous example) is applied, and its
subjects and functions. The whole structure resembles the
semantic webs principle.
Thread model is based on the classes hierarchy; they
are defined by logical implications. The objective is the
description of suspicious facts and activities. The model is
created and used by a military analyst (a member of the
base staff); it can be personalised and adapted to a new
situation. A reasoner is activated each time when a new
piece of knowledge is inserted into the knowledge base.
The result of it is an indication of suspicion based on
reports analysis in confrontation with the knowledge base.

6. Conclusion
The article presents mainly the role of ontologies and
their importance in information processing. The examples
prove that the usage of ontologies is manifold and a further
enlargement of application areas is desirable. The
advantage of ontologies already lies in their standardization
and implementation into commercial practice. The Oracle
Database Management System includes a new RDF data
type and all necessary functions, thus Oracle can be
employed for the creation of both information and
knowledge systems.
The importance of taxonomy and ontology for the
systems creation has also been mentioned in NATO
Architecture Framework (Enabling NATO NEC) [7]:
“Ontology and taxonomy are rather new terms in NAF but
in order to support development of federated architectures
it is of the greatest importance that NATO can ensure
consistency in definitions, relations and meaning. Ontology
and taxonomy is two areas where NATO needs to focus
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more. It will be impossible to share or compare architecture
data if they are not based on the same semantic basis”.
Whereas ontology in NAF is defined as follows. “In
both computer science and information science, an
ontology is a data model that represents a set of concepts
within a domain and the relationships between those
concepts. It is used to reason about the objects within that
domain. Ontologies are used in artificial intelligence, the
semantic web, software engineering, and data mediation
and information architecture as a form of knowledge
representation about the world or some part of it.
Ontologies generally describe: Individuals: the basic or
"ground level" object; Classes: sets, collections, or types of
objects Attributes: properties, features, characteristics, or
parameters that objects can have Relations: ways that
objects can be related to one another Ontologies can be
developed within a user or mission domain as well as in an
architecture domain and help to enforce the semantic rigour
between definitions and terms and add value to traditional
definitions or taxonomy.”
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