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Abstract:
This article presents the topic maps as a standard
for the representation and interchange of
knowledge, with an emphasis on the findability of
information and possibility of using topic maps in
the Network enabled capability (NEC). A topic map
at this article represents information using topics
(representing any concept), associations (represent
relationships between topics) and occurrences
(represent the sources of information relating to the
topic or a link to the topic). Furthermore, the
article focuses at ontology as a proper illustration
of a set of concepts within a domain and the
relationships between those concepts. Next, other
methods of knowledge engineering options to
facilitate solutions of the computer networks
security problems with focus on Denial of Services
Attacks and Distributed Denial of Services Attacks
respectively are depicted. A significant part of
business activities and operations of a military
character is realized through computer networks.
One of the first steps to face is a taxonomy creating,
which example is mentioned in this paper.
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1. Topic Maps
Problems of Topic Maps is dealt with in the
CSN Information technology – SGML Applications
- Maps topics (ČSN ISO / IEC 13250, August
2004), which was based on international standard
ISO / IEC 13250 Topic Maps. Principle based
standards in an effort to addressing the issue of how
to find relevant information faster and more
effectively than hitherto. A possible solution is the
key to finding ways to express the semantics on the
web. If you are looking for a web document
according to a certain keyword, then took the word
to be found, but often in a completely different
context.

The first mention of directive processing of
information in the application, known as Topic
Maps comes from 1993.
Topic Maps (see Figure 1) represents the
information by using three basic concepts, known
as Topics, and Occurrences Associations (TAO),
namely:
Topics - representing any concept, from
people, countries and organizations, until the
software modules, individual files, and events.
Associations - to represent relationships
between topics, and
Occurrences - represent the sources of
information relating to the topic or a link to the
topic.
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Topic Maps are a form of semantic web
technology (in the broad sense). Some work on the
above standards has been made with regard to the
semantic web interoperability family of ISO W3C
RDF / OWL / SPARQL. Topic Maps are also in
many respects similar to the concept as concept
maps and mind maps. Only Topic Maps are
standardized.
Before starting the next analysis, I just
mentioned the semantics. Semantics is the doctrine
of the importance of individual words, allomorph
and other characters, where appropriate, their
relationship to reality, which indicate. Separable
morpheme is the smallest part of the word, which is
the holder of a substantive or grammatical meaning.
Allomorph is the prefix, infix, extension,
termination or word root. Summary designation for
the extension and termination is suffix. Prefix,
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infix, extension and termination are collectively
referred to as affix.
Fields of using Topic Maps:
• Information management - Topic Maps
offer a way for the organization,
acquisition and navigation in information
sources,
• Knowledge management - Topic Maps are
formalisms for knowledge representation,
• Library - Topic Maps are a way to capture
the knowledge of any object, including its
relationship to other objects.
Basic model of Topic Maps based on the idea
of generalizing the original records at the end of the
book. Someone once said "a book without an index
is like a country without a map".
The basic model (Figure 2) is divided into two
layers. The first (upper) layer represents knowledge
map (index). This layer is tackling issues and
relations between them, representing subjects and
topics found in the second information layer. The
second (lower) layer represents a layer of the
original sources of information (data). The second
layer is to tackle the content itself. Topic Maps
provides the means for knowledge representation
and their relation to the information sources
described.
Manager
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Program
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Knowledge
layer

Members
Member
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Ontology as data model
Ontology is used in artificial intelligence,
semantic web, software engineering and system
engineering as a model representing a specific
knowledge or part. Data model ontology generally
includes four types of elements: individuals,
classes, attributes and links.
Individual is the basic building object data
model ontology. Specific individuals may be living
and inanimate object (a person table, molecule) or
an abstract object (number, term and event).
Class is a set of individuals a particular type.
A subset of the class is a subclass. Class may also
include individuals and subclasses.
The attribute describes a particular feature or
characteristic of an individual parameter. Each
attribute of certain individuals include at least the
name and value and is intended to save certain
information relating to the unit.
Link unidirectional or bidirectional links two
individuals. It is possible to say that the link is a
type attribute whose value is another individual in
the ontology.
Each of the basic objects of map themes
(theme, links, and incidence) may have the
following type:
• the types of topics: POV Head,
department, officer
• the types of links: A department, Head of
Department
• the types of occurrences: biography,
photos, publishing, guarantees
The types of issues are in the same topic map:
• head of the defence research project is a
theme type of defence research project
• on defence research project is also subject
• Each map topics include his ontology.

Topics

Information
layer

Figure 2 Basic model of Topic Maps

Ontology
Ontology is an explicit (explicit) description
of certain matters. It is a formal and declarative
representation which includes a glossary (define
terms) and thesaurus (the definition of relations
between concepts). Ontology is a vocabulary that is
used for storage and transmission of knowledge of
certain issues.

Each topic represents a subject, you want to
express. The issue then can be characterized as
representative of the subject on the computer,
where each theme always represents exactly one
object (object may be anything - a person, thing,
concept, entity, process,). The course is part of the
real world, which describes the topics on the map.
Topic is a place on the map themes where through
relationships and the presence of all known
available information on the subject.

Topics identifiers
As mentioned above, subjects represent
objects. Furthermore, it is necessary to provide the
object representing the topic, namely how to
uniquely identify the object. One of the ways of
identification is the use of names and designations.
Here is the problem with synonyms and homonyms
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of the language version; therefore this method of
identification is unfortunately unusable.
The problem with the identifiers of topics can
be solved another way and so that the identifier is
either a locator object, or object identifier. In the
event that the identifier is the object locator and
information source is subject. In the event that the
identifier is the identifier of the object, the
information source is subject.

Object locator
In the previous paragraph, I stated that the
subject is defined as an information source. It is
available in an information system and is therefore
addressable. Address of addressable object can be
used for unambiguous identification. In practice,
the most common form of object locator URLs.

Object identifier
The identity of most objects can be expressed
only indirectly. A resource (file, definitions, CV)
for humans may serve as indication of the actual
identity of the subject such source is called an
indicator of the course:
• The subject is an information resource and
is therefore addressable,
• Address one subject and indirectly identify
the object,
• Address the indicator is called object
identifier.
Computer systems may use the identifier
object to create its identity. The indicators can be
used such as passwords in Wikipedia.

PSI
PSI (Published Subject Indicator) is used for
the publication of one article. The global sharing of
map themes is the need to use single indicators.
Indicator of an object which can be used across
different applications and each can create their own
set of PSI.

Characteristics of subjects and
names
Each theme in the map may include:
• None or more locators or identifiers of the
object,
• No or several types (type on the subject),
• No or few names, occurrence, or role in
the relations (associations).
Topic Title contains human clear indication
topic. In the event that one issue has more names,
then use the application, which is currently the most
appropriate; names may be in different languages.

Occurrence
The incidence can be defined as the
relationship between information sources and
topics. They defined two types of occurrences:
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internal - represent the characteristics of
the theme, are stored in the map themes
• external - links to external information
sources (usually URLs), link layer
information to the knowledge layer
The occurrences may be the type, whose types
of occurrences are again topics.
•

Links (associations)
Links represent relationships between topics.
Relations may have a type (this type is nothing
more than another topic). Relations are not oriented
(called arity), whereas the orientation is replaced by
the possibility to define different roles topics.
Relationship options:
• Unary relations - allow to represent the
characteristics of the subject,
• Binary relations - the most common,
representing the relationship between the
two themes,
• N-ary relations - are not very common but
can be replaced by several binary and any
other topics.

2. Network Enabled Capability
The Armed Forces need to be flexible, ready
and rapidly deployable, with the application of
controlled and precise force, to achieve realisable
effects [2]. To be successful in achieving this goal,
NEC requires system integration of independent
components that can evolve, operate in a
dependable manner, managing system and
component changes, cost effectively and connecting
industrial, defence and pan-defence environments.
NEC requires Network Enabling by connectivity,
information sharing and networking people, assets,
and
procedures; and
Capability requires
identification of networks of people, assets and
procedures to fulfil mission objectives. In the future
NEC battlefield, the architecture can provide the
means to integrate systems of systems using service
descriptions that include functional description and
the Quality of Service (QoS) attributes, such as
availability, accessibility, integrity, reliability,
security, maintainability and resilience to name a
few of the characteristics. These QoS attributes are
important measures that need to be monitored in
use, but also need to be known for mission planning
and acquisition. The challenge for architectures in
NEC is to express known characteristics alongside
unknown or variable attributes, using monitoring to
evaluate the architecture through its lifetime in
unknown and variable situations. However, in these
situations, using structured closed-world systems
and making assumptions about total system
behaviour can no longer meet requirements.
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3. Knowledge engineering and
computer networks security
A knowledge representation is a placeholder
for real objects, properties, or events. It forms the
basis for intelligent derivation of further knowledge
and serves as a medium for communication about
knowledge. In natural language, informal
knowledge is represented, for the automated
processing is however a formal description is
necessary. This article generally touches the
methods or formats suitable for the representation
of knowledge about content and structure of data
sources.
Such a format must be individual units of data
sources and their properties and relationships may
pose. The data units can be different information
objects such as files and folders, a file system, but
also dates of appointment management. Most
people will have a common understanding of what
constitutes a "date" and perhaps the term "file to
understand" the same thing. A format for formal
knowledge representation should be based on
ontologies, however, so that a uniqueness of used
symbols and terms, and then reuse and
interoperability of the knowledge is possible.
Ontology is an explicit specification of a
simplified view of a section of the world
(conceptualization). With it is formally established,
which exist abstract and concrete objects, concepts
and relationships represented in the world section.
Individual objects in a knowledge representation
can then be described with the established
vocabulary of the ontology. A format for
knowledge representation should be set, however,
not only in principle for the collection and
processing of the proposed area of knowledge, but
it should include tools for the format to be
available. As mentioned, there are the two most
famous standardized formats: Topic Maps and RDF
[4], for which there are various processing tools.

4. Network and Computer Attack
Methodologies
Before examining the types of attacks that can
be launched against a computer or network, it is
necessary to explain what are network and
computer attacks. Figure 3 shows the relationship
between those ones. Network attacks are subset of
computer attacks, better say they are their partial
intersection; some network attacks lays outside the
computer attack set or domain [5].

Computer attack

Network attack

Figure 3 Relation between network and computer
attacks
The computer and network attacks have got
new dimension with the wireless network emerge,
based on free-use scheme, i.e. without need of
spectrum assignment [6], [7].
Computer attacks are aimed, as evident, at a
computer system in some way. This attack may
involve destroying or illegal accessing data,
subverting the computer or degrading its
performance. Traditionally attacks on computers
have included methods such as viruses, worms,
buffer-overflow exploits and denial of service
attacks.
Network attacks are mostly targeted towards
computers that use a network in some way. A
network could be used as an attack vector (such as a
worm), or it could be the objective of attack (such
as Distributed Denial of Service attack). In general,
network attacks are a subset of computer attacks.
However, there are several types of network attacks
that do not attack computers, but rather the network
devices or network features. Flooding a network
with packets does not attack an individual
computer, but clogs up the network. Although
theoretically an insulated computer may be used to
initiate some (rare) attack, both the target and the
means of attacking the target are network related.

The Attack Process
There are several distinct stages that make up
an attack on a computer or network, from the initial
motivation of the attacker, to the final execution of
the attack. In general there are four main stages:
• attacker motivation and objectives
• information gathering and target selection
• attack method selection
• attack preparation and execution
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The detailed taxonomy built on attack
processes, similar to the above stages, is partially
described in [8].
While the focus of this research is on the
attack, it is important to briefly explain the attack
method. An attacker can have many different
reasons for launching an attack. Some attackers
may simply want to test their skills; others may
want to prove a point. Motivation will have some
impact on what attacks are chosen and how they are
executed.
Before launching the attack, the attacker must
select a target and gather information. These two
activities take place either concurrently or
consecutively, depending on what the attacker
wishes to achieve. Information gathering involves
extracting useful information from the target
network or host, while target selection is the
choosing of a promising target. During these stages,
the attacker will usually use tools such as packet
sniffers and port scanners to get information on
potential targets.
Once the attacker locates the target and has
some information on the potential of its
weaknesses, he/she can select an attack that is
appropriate. The final stage is the execution of the
attack, in which the attacker proceeds to launch the
attack against the target.

5. Taxonomy
Taxonomy is the practice and science of
classification [9]. The word itself comes from the
Greek taxis ('order', 'arrangement') and nomos
('law', 'science'). Taxonomy uses taxonomic units,
known as taxa (singular taxon).
A taxonomy, or taxonomic scheme, is a
particular classification, arranged in a hierarchical
structure. Typically it is organized by subtypesupertype relationships, also called parent-child
relationships. In such an inheritance relationship,
the subtype by definition has the same constraints
as the supertype plus one or more additional
constraints.
Originally the term taxonomy referred only to
the classifying of organisms (now sometimes
known as alpha taxonomy) or a particular
classification of organisms. However, it has become
fashionable in certain circles to apply the term in a
wider, more general sense, where it may refer to a
classification of things or concepts, as well as to the
principles underlying such a classification.
Mathematically, a hierarchical taxonomy is a
tree structure of classifications for a given set of
objects. It is also named containment hierarchy. At
the top of this structure is a single classification, the
root node, which applies to all objects. Nodes
below this root are more specific classifications that
apply to subsets of the total set of classified objects.
The progress of reasoning proceeds from the
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general to the more specific. In scientific
taxonomies, a conflative term is always a polyseme.

6. Denial of Service Attack
Denial of Service Attack (DoS) is intended to
prevent legitimate users to use the resources of the
target system such as web sites, services or
computer systems in general. These attacks
typically exploit vulnerabilities, undersizing,
configuration errors, etc. in the target system. A
typical example was the web server crash as a result
of legitimate query; however it contained incorrect
data such as special characters.
Distributed version of that one (Distributed
Denial of Service - DDoS) is a coordinated attack
on the availability of the target system or network,
held indirectly through a series usually
unsuspecting and unaware computer systems. The
target system is the primary victims, while the
systems used to conduct the attack are often called
secondary victims.
DDoS attacker has the possibility to hold a
much larger and more destructive attack with
comparing with plain DoS one. The DDoS attack is
difficult to face, whereas the secondary victims, i.e.
technically the real attackers, are abundant and
particularly not aware about their role. Revealing
the actual origin of the attack is very difficult. This
attack requires a preliminary preparation, like
secondary victims control overtaking, which is
usually done by the way of installing necessary
programs to secondary victim systems using
spoofed web pages containing malicious code,
Trojan horses, etc. Once an attacker gains control of
the secondary victims, he/she registers them. When
there is a sufficient number of that ones and
attacker considers that a right time is, activates all
of them at one whack, and they start to bother the
real target of attack.

Taxonomy example - DDoS
Attack, Tools and
Countermeasures
Possible draft taxonomy example of the main
DDoS attacks methods is shown in the Figure 4.
There are two main classes of DDoS attacks:
channel bandwidth congestion and resources
exhausting. The channel bandwidth congestion
attack type floods communication channels or links
to victim by unwanted traffic that restricts or blocks
legitimate operation of the primary victim. Attack
leading to exhausting (or depletion) of resources is
designed to intentionally allocate all victim
resources like buffers, which results in victim’s
incapability to satisfy the legitimate requirements.
Several known software tools and also
countermeasures exist to prevent the attack
mentioned [10].
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7. Conclusions
We can see the knowledge management as an
important contribution to the overall security
provision to the NEC concept being built. From the
definition of NEC, the architecture will be network
based. Such networks will be based on tactical
radio, trunk links, satellite, tactical data links etc.
where the security presents very important role.
However, the network properties, deployment, and
mechanisms for access and utilisation will affect its
utility. Basic networks provide the basic means to
enable integration and interoperability between
users, however, the way in which functions and
services are provided and organised on top of the
basic network, can greatly facilitate the integration
and interoperability. Also the way in which
different networks are organised (inclusive of
security), deployed and interoperated is important.
Legislation can not solve all the problems and
can not read it all contexts. The methodology is
completely focused on the safety of the entire
organization and each individual area is divided
proportionally but with links pointing to the
connection to other parts. Develop methodology
may become an appropriate methodological tool for
the management of safety both for security
management, and for other staff organizations.
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+

ACK
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IP
Address

Figure 4 DDoS Attack Taxonomy – example of
hierarchical representation
Result for the practice and especially for the
development of science is the systematic
verification of safety prepared by the methodology
of key management security features, including:
• obtain an objective view of the
organization in the field of security,
• report on the state of security, which will
include observations on the current
condition and indicate what needs to be
done in the future,
• monitoring the feedback to learn from the
experience and possibly change the
priorities in the management,
• identification of needs to create
countermeasures in case of impact
incident,
• evaluate the system safety organization,
and
• continuous monitoring, assessment and
improve security organizations.
The analysis of results is very important point.
Informational value of individual measures will
help to better decision making. The quality inputs
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are critical for a complex analysis of the results and
the organization must draw from official materials.
The results of the methodology should be grasped
for employees who are not specialists in the field of
security. These employees should also be able to
work with the results occurring processors.
Regarding computer security, this paper
outlines the scope of the problem and the way to
more complex and more complete solutions. DDoS
attacks prevent access of authorized users to the
systems or network services. These attacks have
different consequences, from bothering to serious
damage of critical systems, the primary victims.
Losses of network resources can cause economic
losses, delay to complete the work and
impossibility of communication among network
users. To avoid such attacks appropriate solutions
must be developed and implemented. The initial
step is a proper mapping of the situation involving
the creation DDoS attacks taxonomy (depicted) as
well
as
tools
taxonomy
and
possible
countermeasures taxonomy.
There are numbers of tools for the DDoS
attacks implementation. These tools are easy to
implement, while their use may have catastrophic
consequences. Of course, the methods to prevent
these attacks exist, but many of them are still found
in the stage of development and validation. It is
very important to propose, evaluate and implement
new solutions and countermeasures against DDoS
attacks with the Internet and its use grow; of course,
the DDoS attack creators are hard working too.
DDoS attacks with the Internet and its use grow; of
course, the DDoS attack creators are hard working
too.
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