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Abstract
Social networking is a way for people to connect and share information with each other online. Millions of people worldwide regularly access these types of services from mobile devices, applications, and websites. Mobile phones and
smartphones give users mobile access to email, the internet, GPS navigation, and many other applications. Smartphone security has not kept pace with traditional computer security. Unfortunately, many smartphone users do not recognize these
security shortcomings. Meanwhile, mobile phones are becoming more and more valuable as targets for attack.
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1. Introduction
Computer security is the process of preventing and detecting unauthorized use of your computer. Prevention
measures help you to stop unauthorized users from accessing any part of your computer system. Detection helps you
to determine whether or not someone attempted to break
into your system, if they were successful, and what they
may have done.
The key is information or the protection of information
filed or stored within our computer networks. In today's
cyber world environment we must finally come to the realization that our computer is a weapon systems platform.
The adversary's goal is to neutralize or eliminate the threat
coming from the weapon platform itself. Hence, when we
discuss the cyber threat from an adversary's point of view
their goals are to deny the use of these systems, while simultaneously, trying to steal stored information.
2. Social networking services
People may use social networking services for different
reasons: to network with new contacts, reconnect with
former friends, maintain current relationships, build or
promote a business or project, participate in discussions
about a certain topic, or just have fun meeting and interacting with other users.
When you share information online, you need to understand the potential risks, and you need to be wary of what
you share and with whom.
Attackers may use social networking services to spread
malicious code, compromise users’ computers, or access
personal information about a user’s identity, location, contact information, and personal or professional relationships. You may also unintentionally reveal information to
unauthorized individuals by performing certain actions.
The following are some common threats to social
networking services.

An important element to remember about social networking services is that users may post information about
other people. Without even realizing it, you may put someone else at risk by posting a comment or photo that could
compromise that person’s privacy or security. Sometimes,
posting negative content about someone else is intentional.
Social networking services have become channels for conducting cyberbullying7, a growing problem that can lead to
significant psychological trauma. [6]
3. The use of mobile phones
Mobile phones with advanced capabilities like those of
personal computers are appearing in more people’s pockets, purses, and briefcases. Smartphones’ popularity and
relatively lax security have made them attractive targets for
attackers. Smartphones or mobile phones give users mobile
access to email, the internet, GPS navigation, and many
other applications. However, smartphone security has not
kept pace with traditional computer security. Technical security measures, such as firewalls, antivirus, and encryption, are uncommon on mobile phones, and mobile phone
operating systems are not updated as frequently as those on
personal computers. Mobile social networking applications
sometimes lack the detailed privacy controls of their PC
counterparts. Many smartphone users do not recognize
these security shortcomings. Many users fail to enable the
security software that comes with their phones, and they
believe that surfing the internet on their phones is as safe
as or safer than surfing on their computers. Mobile phones
are becoming more and more valuable as targets for attack.
People are using smartphones for an increasing number of
activities and often store sensitive data, such as email, calendars, contact information, and passwords, on the devices.
Mobile applications for social networking keep a wealth of
personal information. Recent innovations in mobile commerce have enabled users to conduct many transactions
from their smartphone, such as purchasing goods and ap-

plications over wireless networks, redeeming coupons and
tickets, banking, processing point-of-sale payments, and
even paying at cash registers. [5]
4. Typical attacks to mobile phones
Mobile phones share many of the vulnerabilities. The attributes that make mobile phones easy to carry, use, and
modify open them to a range of attacks.
The very portability of mobile phones makes them easy
to steal. The owner of a stolen phone could lose all the data
stored on it, from personal identifiers to financial and corporate data. Worse, a sophisticated attacker with enough
time can defeat most security features of mobile phones
and gain access to any information they store. Losing a
mobile phone used to mean only the loss of contact information, call histories, text messages, and perhaps photos.
However, in more recent years, losing a smartphone can
also jeopardize financial information stored on the device
in banking and payment apps, as well as usernames and
passwords used to access apps and online services. If the
phone is stolen, attackers could use this information to access the user’s bank account or credit card account.
Even legitimate smartphone software can be exploited.
Mobile phone software and network services have vulnerabilities, just like their PC counterparts do. For years, attackers have exploited mobile phone software to eavesdrop, crash phone software, or conduct other attacks. A
user may trigger such an attack through some explicit action, such as clicking a maliciously designed link that exploits a vulnerability in a web browser. A user may also be
exposed to attack passively, however, simply by using a
device that has a vulnerable application or network service
running in the background.
Many seemingly legitimate software applications, or
apps, are malicious. Anyone can develop apps for some of
the most popular mobile operating systems, and mobile
service providers may offer third-party apps with little or
no evaluation of their safety. Sources that are not affiliated
with mobile service providers may also offer unregulated
apps that access locked phone capabilities. [3]
Phishing attacks use electronic communications to trick
users into installing malicious software or giving away
sensitive information. Email phishing is a common attack
on PCs, and it is just as dangerous on email-enabled mobile phones. [1]
Many users may consider mobile phone security to be
less important than the security of their PCs, but the consequences of attacks on mobile phones can be just as severe.
Malicious software can make a mobile phone a member of
a network of devices that can be controlled by an attacker
(“botnet”). Malicious software can also send device information to attackers and perform other harmful commands.
Mobile phones can also spread viruses to PCs that they are
connected to. [3]
5. Possible cyber attacks of the future
Possible cyber attacks of the future are the reason for all of
us to feel discomposed. In spite of traditional warfare,

which requires a huge amount of sources (weapons, personnel, equipment), cyber warfare just needs somebody
with the right knowledge, computer technology; somebody
who wants to cause confusion. The enemy can be anywhere; even outside the nation or an organization. A strong
attack can be carried out just by a group of hackers using
standard computers.
Another horrifying aspect of cyber warfare is that a
cyber attack can come as a part of a coordinated attack, or
it can be just a sick idea of a wicked hacker who just wants
to have a good time. Regardless what the attacker’s motive
is, cyber attacks can cause huge financial losses. Many
countries are desperately unprepared to face these unexpected cyber attacks. [7]
First of all it is necessary to realize the aspects of cyber
warfare and their comparison with traditional aspects (conventional warfare, diplomacy, etc.). This kind of warfare
can be more acceptable for public than the use of conventional warfare means. Although it is possible to avoid losing lives and damaging property by the use of cyber warfare, yet there is still risk of indirect danger. On the border
between state and private sectors, there is a critical infrastructure. Here we talk about distributive water conduit,
electric energy, air traffic control and other systems that
are crucial for all countries. It is just the attack on critical
infrastructure that can lead to paralyzing the network used
by health service, water management and other vitally important elements of the country. During a conflict the enemy can make use of our dependence on cyber space and
get a strategic advantage. It is supposed that cyber warfare
will precede conventional warfare. That is why it is necessary to define critical communication and information
structures in order to set priorities for cyber defense of the
country. [8]
6. The Army must learn to dominate the cyber domain
The Army must learn to dominate the cyber domain in the
same way it excels at land operations. It is intent to be a
leader in cyber capabilities. The Army already has great
competence and capability on land with conventional
weapons, but the Army must match that with an equal capability in cyberspace.
The Army will also need to fundamentally change its attitude toward cyberspace and cyber security, staying as far
ahead of the every changing environment as possible. Soldiers have to understand capabilities, soldiers have to understand how to access them, but that doesn't mean that
everybody in the Army has the same level of cyber training. [5]
7. Conclusion
Social networking services are useful and enjoyable, but it
is important to take proactive steps to protect your computer, your personal information, and your company data. By
protecting yourself, you also help to protect the people you
are connected to on these services.
Although mobile phones are taking on more capabilities
formerly available only on PCs, technical security solu-

tions for mobile phones are not as sophisticated or widespread as those for PCs. This means that the bulk of mobile
phone security relies on the user making intelligent, cautious choices. Even the most careful users can still fall victim to attacks on their mobile phones. However, following
best practices regarding mobile phone security can reduce
the likelihood or consequences of an attack.
Remember that all actions in cyberspace can be tracked by
third parties and that even actions that seem harmless can
expose you, your unit and the mission to the threats from
our adversaries and criminals.
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