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Abstract. Based on needs analysis, the article defines the
requirements on the information management in optimizing
the quality of decision-making and planning processes. It
anticipates the target state of options and implementation
of information sharing. It addresses the current issues of
the knowledge system in the operational planning process.
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1. Introduction
The development of technologies entails increasing
demands for service and work with the resources which
employ these technologies. Simultaneously, globalization
decreases distances and increases demands for information
sharing.
Information,
information
era,
information
environment (IM), information society - these are the
principal terms of discussion topics in the developed world.
Interconnected networks, information sharing, and the
Internet phenomenon interconnect the world. And there are
even plans to accept developing countries to join the global
system through simple and cheap computers. It is obvious
that the armed forces could not stand aside from these
trends.
In this context, we are already accustomed to using
collocations as information warfare, information
superiority, cyber defence, etc. The information has served
for a long time as the basis for decisions-making processes
of commanders, command staff and combat management.
Development of technologies, especially the information
and communication ones, allows the sharing of information
in real time. And not only text and voice information, but
also graphics, images and video can be shared. In parallel,
the means of information gathering – sensors – are being
developed. Even relatively recently, the only source of
information was the soldier's eyes, perhaps equipped with
optical devices. But the industrial era brought a number of

inventions that have been used in warfare, whether as radar,
sonar, surveillance of the electromagnetic spectrum,
thermal imaging, etc. There are many application platforms
for these sensors - from vehicles and ships, to manned and
unmanned aerial vehicles to satellites. This considerably
increases the possibilities for information gathering. But at
the same time the amount of information available
increases; they are collected and in today's dynamic
development there is often a scarce opportunity to assess
them and deliver them to those who need them. It often
results in providing information that is not necessary or
required. Sometimes the information is required but not
passed in the format that is comprehensible and applicable
to the users. For the purpose of command and control
operations there are created systems intended to aggregate
all the information included in the system and display it in a
graphic format usually on a map background. This should
create the common picture of the situation (Common
Operational Picture-COP), which would allow the
commander to monitor the situation, create a picture of the
situation on the battlefield and make better and faster
decisions than the opponent.
However, after the events of September 11, 2001,
another factor appeared. It had been perceived by then but
was not included in the list of priorities to be solved. It is
the asymmetry of conflicts. There are not two sides
standing against each other, battling with similar equipment
and options, but an army with its technological advantages
and the adversary warriors, who, however, disperse within
the population. Thus it is difficult to identify the enemy and
intervene effectively. Further information to be monitored
and aggregated arises; information from the NGOs, press
and media, politics and the government.

2. Information management
Advances in information technology necessitate
changes in the information management. The throughput of
the communication systems enables the spreading of large
amount of information that was previously impossible. This
progress includes receiving raw data from different sensors
by different levels of command simultaneously and the
broadcasting of the processed information from the
battlefield or from the national agencies. Nestled forces can
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receive information according to the principles governing
the transmission or request.
The information management requires the unification
of information from various sources, which is one of the
capabilities of the command and control systems. Advances
in the technology of sensors, processors, and
communicators help to increase the opportunities for early
and detailed investigation and observation of any place on
the planet. To create important information, the information
provided by military and non-military sources is used.
Information shall be perceived in the following related
areas:
 hierarchy of information recognition and decision
support;
 information on the operational factors of the
situation;
 information requirements (commander’s
requirements for critical information, priority
intelligence requirements, information
requirements about the own forces) and the criteria
for evaluation;
 important information;
 emergency information;
 important elements of the information about the own
forces.
The command support transforms information in its
advance up the levels of the hierarchy of knowledge. The
procedure of data processing is actually a routine
application of certain actions and therefore the command
and control systems can process the data faster and more
efficiently than humans. The analysis and assessment of the
situation are based on the rules of logic and deduction, so
that the specialized systems can effectively assist in the
integration of the processed data.
The commander supported with the command support
combines individual pieces of the data to create
information. Then he brings together a large number of
analyzed and evaluated information to gain situational
awareness and finally, the knowledge together with
recognition result in comprehension. The aim of the
information management would not only be processing a
large volume of data, but also achieving the fastest and
truest understanding, as much as possible under the
circumstances. It is the commander, who creates the final
judgment, but the command support should be able to
provide him with easily adaptable information or
knowledge that is closest to the final one.
The operational situation consists of six factors;
they are actually categories into which each piece of the
information is included. These factors are the
cornerstones (strata) of the knowledge system through
powerful structured databases. They are the following
ones:
 task;
 enemy;
 own power;

 basic components of the environment;
 time;
 civil influences.
The commander and the staff consider the important
information in each of these categories in all kinds of
military activities. Their influence may vary depending on
the type of operation, but the command support must
always consider and assess the information from each of
these categories.
On the basis of the task purpose and his own
capabilities, the commander decides what information is
critical. Considering the prepared operation analysis, the
staff helps him to propose the requirements. Therefore, they
relate to events or activities that are predictable. The fewer
requirements specified by the commander, the better the
staff can focus its efforts and allocate scarce resources to
their acquisition. The commander updates the requirements
for critical information during the operation to reflect the
informational needs for decision making.
Criteria
for
assessing
the
information
requirements are used to carefully evaluate the quality of
information sources. They are not always perfect which can
cause the information distortion. To evaluate the quality of
the information, the information management uses the
following criteria, ranked by degree of importance:
 accuracy - the information presents true data about
the situation;
 timeliness – the information is not outdated;
 usability – the information is in a common, easily
understandable format and display;
 completeness – the information provides all
necessary decision making data;
 detail - the information contains the required level of
detail;
 reliability – the information is not modified,
corrupted, and comes from a reliable source.
Important information is the basis for creating the
common operational picture of the situation and is essential
for acquiring the situational awareness. The awareness
leads to understanding the operating environment in
relation to the commander’s task; it supports the decisionmaking process as it recognizes good opportunities of their
own forces to accomplish the mission or potential threats.
The commander can use the knowledge of the situation
against the enemy, but he can also affect the opinions and
activities of other components participating in the operation
(public or private organizations that can influence the
success of the operation).

3. Common operational picture
In order to make the right decisions, the commander
needs to survey the situation in the operational area that
most closely approximates the real situation. Such a survey
it largely allowed by the Common Operation Picture
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(COP). But its level is substantially dependent on the level
of technology used to create it. In the recent past and to
some extent even now, the COP has still been created
manually and mentally at different levels of command; both
graphically on maps and as texts in tables which has always
been time consuming and material challenging. The use of
information and other technologies allows significant
acceleration and in some areas a closer approach to the
current situation.
In the Network Enabled Capability (NEC), the webbased warfare command allows creating the COP through
the integration of data and information from disparate
sources. Thus the commander can assess a broader range of
timely information displayed in the COP and become
familiar with the situation so that he will be able to make
decisions successfully. Continuous monitoring is required constant monitoring of the COP to identify indicators of
opportunities for success, to identify potential threats, as
well as gaps in information.
The COP will also be compared with the intention of
the commander to detect the differences with the plan,
resulting in proposing a decision to regulate these changes
or utilize them. If the information on the situation provided
by the COP is better than that possessed by the enemy, the
commander has a considerable advantage. He can attain
situational awareness which will shorten the time of the
cycle: observation - orientation - decision making - acting
(OODA). During the orientation process, the commander
can master the situation and gain knowledge from the COP
in particular. The results achieved are evaluated by means
of the feedback obtained from the current COP.
The information management plays an important
role when creating the COP. Its role is to provide
continuously relevant information to the right person at the
right time in a usable format in order to improve the
situational awareness and the decision-making process. It
ensures the timeliness of the COP whose development shall
not burden the user beyond his usual duties.
Standard operating procedures for work with the
COP in the command and control system should play a
significant role. The value of the COP usability is in its
content, timeliness, accuracy, update frequency and
sharing, and how faithfully it reflects the real situation. The
NEC concept is not only the connectivity between the
systems or nodes, but also among people in the area of
information and knowledge. A systemized concept of the
knowledge system in the terms of NEC is based on the
domain model. It consists of a physical, informational, and
a cognitive domain.
The physical domain is the operating area. It
includes not only the physical elements - terrain, weather,
day and time of year, but also activities that are carried out
– attack, protection, manoeuvre and physical platform of
the own forces - combat equipment, communication
networks, sensors, command posts.
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The information domain is the environment where
information is created, processed, handled and shared. It
provides the transmission of commands, orders,
commander’s plan, and shared information about the
situation. At present, the basis of the information domain is
formed by a database in which the data are stored, reused,
shared, placed in context and on the basis of the
commanders’ and staffs’ requirements the required
information is created from them. With the exception of
direct observation, the commander receives all necessary
information mediated through the information domain. The
information domain makes a link between reality and the
cognitive domain. The main attributes of the information
domain contribute to its information richness, reach and
quality of information. The information in this domain
forms the COP.
The cognitive domain is represented by the thinking of
people involved, commanders and staffs. It is a place where
the information is comprehended by senses to constitute a
prerequisite for understanding the project, making
decisions, doctrine, tactics, techniques and procedures. It is
important to understand the situation. The cognitive domain
classifies the information in context; and in dependence on
the knowledge, experience and training it is utilized.
Decisions made in the cognitive domain pass through the
information
(orders,
commands)
back
to
the
implementation of activities (physical domain). The COP
supports and significantly extends the capabilities of the
NEC cognitive domain.
The concept of NEC places particular emphasis on the
shared information and shared situational awareness
leading to the increase of the speed of command and
management processes and synchronized effects in the
operational area. From this perspective, the importance of
the COP is included in the fact that it is the basis for
sharing information on the situation and then the shared
situational awareness. The COP is a form of sharing a
substantial part of the situational awareness.
By simple possibility of sharing the information on the
situation, the COP raises the command and control
effectiveness. Through the understanding of the operating
environment in the context of the commander’s task, the
situational awareness increases. The understanding extends
the commander's decision-making process by identifying
opportunities for effective execution of the task, threats to
the corps as well as the gaps in information. Important
information that forms the basis for the COP is essential for
obtaining the situational awareness, but not adequate. The
situational awareness is an attribute of individual
consciousness and having obtained the information is not
sufficient. Education, training and the personality play an
essential role. At this stage the situational awareness
focuses on the awareness of the past and the current
situation. It is the result of the interaction between the
existing awareness and perception of the current reality.
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Situation understanding is one level further than the
situational awareness and deals with understanding what
will happen next, what are the intentions of others and how
to implement our own plan. When the commander and the
staff deduce the situation and understand it from the
information supplied to them by their systems, a mental
process follows. It continuously updates their mental model
of the situation. It is not a linear but an iterative process
which results in a current temporary product (situational
awareness or understanding the situation).
A major advantage which the NEC concept brings in
this area is that the NEC integrated environment allows the
users digital sharing of the situational awareness and
situation understanding and also benefiting from the
situational awareness and understanding the situations of
the others. The shared situational awareness is one of the
main aspects of the NEC. Achieving it is a cognitive
activity that results in gaining personal understanding of
what happened, why and what can happen in the area of
operation. Achieving the awareness requires understanding
the processes, training, and equipment support. The shared
situational awareness in the context of the NEC is the
ability to convey individual understanding to others to
obtain a certain level of shared understanding in a particular
group such as the COI. The shared situational awareness
has two basic elements:
Collecting, maintaining and presenting relevant
information from all relevant, available resources
(including coalition partners), the search for specific
additional information, and clarifying and combining all
this information to create local "pictures" to meet
individual user needs. The shared situational awareness will
be supported by local "pictures" if they are mutually
consistent. The aim of the NEC is rather a set of consistent
"pictures" across the operating space than a common
"picture". This corresponds to the Joint Operations Picture
(JOP), defined as: "A complete set of shared information in
a specific operation or a Joint Operations Area, available
via a secure information environment of the communication
and information networks, to support the awareness of the
situation and decision making of commanders, as well as to
facilitate information sharing with allies and partners in
joint multinational operations.“
Shared understanding of the situation does not
exist in the initial information collected across the battle
space, but in the mind of the user. To achieve common
sharing of the situational awareness, the understanding shall
be communicated to others. In terms of the COP, the shared
situational awareness is the ability to ensure that all
elements in the battlefield use a single view of the situation,
share common information about the operational situation,
consider the activities of their own forces and interpret the
likely direction and modus operandi of the enemy. The
shared situational awareness can only be acknowledged if
all relevant elements of the environment have assured the
access to the COP. It means that the knowledge of the
operational area must be seen as a kind of collective

awareness. It does not exist at only one place (node) of the
operational area, but rather at all relevant nodes across the
levels of command and functional components. Depending
on the level of command, the level of detail displayed in the
COP will vary.
The importance of the COP is that it collects and
displays (presents) the information important for creating
awareness and understanding of the situation. The NEC
allows the COP to update and share the important
information quickly and thus to share also the awareness
and understanding of the situation. The COP provides a
tool for obtaining information and subsequent decision
superiority.

4. Operational requirements for a
COP
It contains the elements of information about factors of the
operational situation used by the commander to gain
situational awareness as a basis for making a decision
(complex, aggregate information about their own, neutral,
unknown and enemy forces, resources and plans).
It contains timely, accurate, reliable, updated, shared
information and information reflecting the real situation; it
does not contain all the information from the battlefield and
excessive detail to waste an overview of the situation:
 it provides support in all phases of the operational
process: planning, preparation, implementation
and evaluation of operations,
 it is usable in various types of operations for the level
of command and control based on the modular
approach,
 it provides tools to exchange the most important
information between different levels of command
and also with allies and partners in joint
multinational operations in an interoperable
environment,
 it makes the data on the geographic area accessible,
 its creation and use does not burden the user
excessively,
 it includes information on the situation of the ground
and air forces,
 it allows us to view the information at different levels
of detail (aggregation) by level of command,
 it uses the tools (elements) of war games or computer
simulations,
 by using automated tools it allows the evaluation of
the operational situation (examination and
clarification of the plan based on changes in the
monitored situation of the own forces and enemy’s
forces and the comparison with the plan) and
proposes options for further actions (prediction to
obtain, maintain and take the initiative),
 it provides tools for creating and supporting the work
of the Communities of Interest (COI),
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 it enables the detection of potential threats as well as
gaps in information.

Conclusion
Generally, if the information supplied to the commander is
accurate, timely and usable, the commander does not need
any extra information to accomplish the mission. However,
if he has other additional information, he is capable of
achieving the task much more efficiently. But collecting
additional data brings an unacceptable risk of increased
time. Therefore, the information management should focus
first on the commander's requirements for critical
information.
The performance of the basic tasks of the information
management (collecting, processing, storage, display and
dissemination of information) is closely linked with the
communication and information systems (CIS). Modern
communication and information systems allow for better
data processing and thus add further meaning to these data
while developing a common operational picture of the
situation. They help to share information, which supports
substantially mutual understanding of the situation and
promotes unified efforts. If these systems are used
promptly, flexibly and efficiently, they can minimize the
time and commander’s effort spent on becoming familiar
with the information. They allow him to gain an advantage
over the enemy by reducing the time; they improve

5

synergies between combat units and combat functions.
Horizontal and vertical integration of the communication
and information systems helps to achieve tactical and
operational success in multinational operations. The fullarea range is necessary to link strategic, operational and
tactical levels of the command and control.
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