CYBERNETIC LETTERS, SPECIAL ISSUE, JUNE 2011

1

Selected IPv6 Security Aspects
Josef KADERKA1
1

Dept. of Communication and Information Systems, University of Defence, Kounicova 65, 662 10 Brno, Czech Republic
josef.kaderka@unob.cz

Abstract. Internet Protocol version 6 (IPv6) massive
deployment is probably a question of the closest future.
There is a lack of real IPv6 deployment experience in
industry and there is also lack of experience in securing
of IPv6 networks. The article introduces some results of
IPv6 security study, testing, attacks examples etc. Several
test was performed, the test platform was based mostly on
Cisco network devices. The knowledge engineering
appears as a promising method of IPv6 security
exploration and experience exchange.
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1. Introduction
The remaining part of IPv4 address space is being
definitely depleted presently. The IANA organisation
exhausted its central address pools on 1st February 2011
and Regional Internet Registry RIPE its own sub-pool on
1^th April 2011 [1]. The necessary precautions are
already carried on by all Internet Service Provider and
responsible organisations; most of them run IPv6 for long
time yet. Many IPv4 to IPv6 transition procedures were
also established` often based on government directives.
The transition mentioned is unfortunately not very
straightforward or easy and will by long-lasting. In
connexion with it, the security matter appears. The
examples of security topics are:
- Perimeter protection
- Secure remote-site connectivity (i.e. using VPN)
- Infrastructure protection measures
- Server security
- Client security
The IPv6 suffers by some shortages according [2].
Its specifications are very complex and can be ambiguous
and incomplete in some areas, moreover some security
implications were not considered when appropriate
handouts were written. Therefore, unforeseen security
implications can occur in final software solution. To
discover those problems, the detail knowledge of IPv6
principles is necessary. For example, on the way
fragmentation had appeared as a consequential issue in

IPv4, so IPv6 brought different and radical solution – to
prohibit it. However, the fragmentation is still needed, so
that problem did not disappear and only shifted on another
position.
The security perimeter model is mostly used IT
security architecture. The firewalls create its rudimentary
part, but as verified, good ones designated for IPv6 are
still not disposable. Those firewalls will need to work in
dual protocol stack environment. Because of new
addressing principles in IPv6, the filtering here is a more
complicated task than IPv4 filtering.
ICMPv6 role is extended and its tasks are broader
than in IPv4 ICMP. It is vitally important to proper
function of IPv6 and its features are required elements that
cannot be completely filtered. ICMPv6 provides not only
Echo Request/Reply service which can be relatively
painlessly blocked, but also Neighbor Discovery Protocol
suite, Router Advertisement, Path MTU Discovery,
multicasting services etc.

2. IPv4 - IPv6 comparison
Similarities between IPv4 and IPv6
When considering the TCP/IP protocol stack, the
Internet layer (aka network layer in Open Systems
Interconnection model) is the only difference between
IPv4 and IPv6. Both protocols can operate over Ethernet,
PPP links, SONET, etc. and also support several different
transport
protocols
(User
Datagram
Protocol,
Transmission Control Protocol, Stream Control
Transmission Protocol, Datagram Congestion Control
Protocol and other) and the vast number of applications
on top of those. Therefore, when the transition to IPv6
occurs, the layers above and below IPv6 will remain the
same including vulnerabilities:
- Application layer attacks
- Unauthorized access
- Man-in-the-middle attacks
- Snifﬁng or eavesdropping
- Denial of service attacks
- Spoofed packets: forged addresses etc.
- Attacks against network devices
- Attacks against the physical or data link layers
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Differences between IPv4 and IPv6
IPv6 does some things slightly differently than IPv4.
Following is the list of threats that are only slightly
modiﬁed in the IPv6 environment:
- LAN-based attacks (Address Resolution Protocol or
Neighbor Discovery Protocol
- Attacks against DHCP or DHCPv6
- DoS against routers (hop-by-hop extension headers
rather than router alerts)
- Fragmentation
(IPv4
routers
performing
fragmentation versus IPv6 hosts using a fragment
extension header)
- Packet ampliﬁcation attacks (IPv4 uses broadcast;
IPv6 uses multicast)

IPv6 specific threats
Following is a list of threats that are unique to IPv6
networks:
- Reconnaissance and scanning worms: Brute-force
discovery is more difficult.
- Attacks against ICMPv6: ICMPv6 is a required
component of IPv6.
- Extension Header (EH) attacks: EHs need to be
accurately parsed.
- Autoconﬁguration: NDP attacks are simple to perform.
- Attacks on transition mechanisms: Migration
techniques are required by IPv6.
- Mobile IPv6 attacks: Devices that roam are
susceptible to many vulnerabilities.
- IPv6 protocol stack attacks: Because of the code
freshness of IPv6, bugs in the protocol stack exist.

Fig. 1. Testing scenario example
scanning lasts feasible time in the IPv4 world. Moreover,
that scanning can be easily identified and actively
avoided.

3. IPv6 security consideration
The IPv6 deployment is highly likely inevitable, but
it is good to consider as much aspects of this process as
possible. Some of those aspects were published [3] and
are also included in the following text.

3.1 Attack train and IPSec

The situation is different in the case of IPv6 as the
address space of 64 bits in length is reserved for the end
networks, i.e. 1.8 × 1019 addresses. It makes successive
scanning unrealistic.
There are ways to narrow down the scope and focus
on those addresses, which are more likely to occur:
-

Scanning
Scanning is an essential means of an attacker to find
live nodes and to detect potential security deficiencies.
The scan output is set device addresses, which are active
on the network and therefore suitable as potential attacks
targets. The attacker usually choose interesting network
and successively tests one after another address. This

-

-

Services that provide information on addresses:
DNS, Dynamic DNS, whois, NetFlow records,
server logs, NI Query (RFC 4620), etc.
Estimating on the basis of the expected address:
EIU 64, sequentially allocated to address the socalled well-known MAC addresses.
Detection based on existing IPv4 addresses: the
different tunnelling systems for servers, the IPv6
addresses of servers are now often configured so that
the current IPv4, hexadecimal address of the server
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writes into the lower 32 bits of IPv6 addresses.
The situation is very different for the internal
attacker. Having regular access to the local network, there
is no problem to eavesdrop on the information in the
signalling protocol ICMPv6 multicast group FF02::1 to
create an overview of all active nodes in an IPv6 local
area network this communication (Windows XP command
ping6 FF02:: 1 and then look into neighbour cache
using ipv6 nc).
IPSec and applications
IPSec provides benefits in terms of options for
secure data transport, but also some complications. The
first risk stems from the fact that the data itself is
encrypted. The encryption occurs from IP level above and
all traditional security systems (firewall, IDS, IPS, probes)
go blind. They are not even able to identify transport layer
protocol, which significantly deteriorate security policy
rules making process. Of course, there are encrypted data
transfer protocols in IPv4 like SSL/TLS or SSH. But they
can be identified and blocked or selectively permitted for
appropriate users. For mentioned reason, the IPSec packet
transport is sometimes wholly blocked on organisation
boundary.

3.2 IPv6 security pitfalls
Bogus entries in the Neighbor Cache
The individual nodes in the network can maintain a
cache containing a link IPv4 (ARP table), IPv6
(Neighbour Cache) and MAC address. Record retention
period varies for different operating systems and devices.
The time of keeping IPv6 records is mostly longer than in
case of IPv4 ones. Therefore, if record will be spurious, it
will dwell in the cache for a longer period of time. In
terms of how to fake records, IPv6 offers similar ways as
IPv4 (ARP spoofing, NC spoofing).
DoS - by detecting duplication/accessibility
The standard algorithm or optimistic Duplicate
Address Detection (DAD) is used to detect duplicate
address created by the autoconfiguration mechanism. To
obtain information about the duplication, the combination
of Neighbor Solicitation and Neighbor Advertisement
messages is used. They are sent to the group address, that
can an attacker eavesdrop and then for each occurrence of
a new address on the network respond by the message
informing that the address is already in use. This prevents
a node to configure an IPv6 address, thus blocks access to
the network.
Router notification messages forging, false router
notification
An integral part of IPv6 is a Stateless Address
Autoconfiguration
(SLAAC)
for
nodes.
The
autoconfiguration is provided by the pair of ICMPv6
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messages - through Router Solicitation and the Router
Advertisement (i.e. response). These messages can be
forged, or in a network with no IPv6 router configured,
false news can be deliberately spreading. By this way data
from the client to another node in the LAN can be
redirected.
DHCPv6 - false answers
DHCPv6 server response can be spurious by the
attacker, which can run his server on the network. In IPv4,
this problem has been effectively addressed by the DHCP
snooping, so an active filtering DHCP messages on the L2
elements. There is no IPv6 mass-implemented solution in
devices yet. DHCPv6 snooping support is very limited on
L2 boxes, and therefore the forging DHCPv6 message
appears much easier than in IPv4 networks.
Group addresses abusing
IPv6 nodes normally have to listen on several group
(multicast) addresses: the address for all nodes on the
interface, line and solicited node. Solicited node address
is intended for Neighbor Solicitation messages and the
lower 6 bytes is formed from the interface identifier. If the
node has multiple addresses on an interface, it has to listen
on more group addresses. Packet filtering is generally a
problem when multicast is used. The large number of
addresses makes situation even worse. Nodes can be
overloaded by broadcasting which they do not need to
receive. In addition, if some of the standard error group
maps as well as the group used for the dissemination of
the video transmission will result in further utilization of
the node.
Neighbor Cache overflow
Typical host part of the IPv6 address provides 264
possible combinations, which opens the chance to
overflow the neighbour routers table. It is possible to
create through Neighbor Discovery protocol an illusion
(for the router) of a large number of nodes in the network,
thereby overflow the appropriate router’s tables. The
result may be a complication of the router side, or at least
disabling the creation of records for newly connected
devices.
IPv6 headers chaining problems
IPv6 uses concept of simple basic header completed
by the required number of extension headers. Moreover,
their order is precisely defined, so routers, for example,
do not need to go examine network layer related extension
headers. We can expect new types of targeted attacks
aimed at reordering the extension headers and the
deliberate lengthening their list. The hidden information
can be inserted into the extension headers, or wholly new
extension headers can be amended.
DoS and DDoS attacks realization
DoS and DDoS attacks ways are almost consistent
with the ones known from IPv4. The source of such
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attacks should be theoretically easier located thanks to
more transparent network hierarchy. However, the
possibility of IPv6 source address forging remains and
eventual check of the IPv6 source address correctness is,
as yet, only a matter of the border routers configuration.

Conclusion
IPv6 brings significantly larger address space, but
most of its other features are similar or the same like IPv4
has. Many security issues that exist today continue to exist
after the transition to IPv6. IPv6 changes the way of
communication, and security architectures must adapt to
that change. IPv6 security products are improving and
have feature parity between IPv4 and IPv6. There is lack
of real and deep experience in IPv6 area, above all
security-related ones. It opens space for studying using
contemporary
methods,
especially
knowledge
engineering.
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